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FATESTINLOPS

Objectives

FATES is a set of extra-functional properties of Machine Learning based systems that are becoming crucial to address. The five properties are not
covered to the same extent by research. For example, there are far more resources in fairness than in the others. In addition to the disparity in the
research volume, none of the properties has a standard method of measurement or correction.

To our knowledge, there is currently no systematic study or support to guide ML scientists and/or engineers on indicators for monitoring FATES
properties. It impacts the entire sottware lifecycle in variable ways, depending on the issues and advances in the field.

By reusing and refining software engineering concepts and tools, our PhD aims to study FATES properties and propose a systematic tool-based approach
for considering these fundamental properties in the lifecycle of software developed using MLOps frameworks. The key concerns are: (i) to characterize
the FATES properties and their underlying concepts; (ii) link those definitions with their corresponding process (metrics, methods, potential correction
methods, ...); (iii) integrate those definitions in an MLOps pipeline.

FATES Properties
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First introduced in 2014 with FAT /ML (for Fair-
ness, Accountability, and Transparency in Machine
Learning), it was later completed with the addition
of Ethics and, more recently, safety.

MLOps emerges from DevOps to facilitate the
management of machine learning projects at all

stages of the application construction and life-
cycle |Testi2022].
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Key concerns

We plan to carry out the study and characterization of FATES properties by defining their require-
ments. As these definitions evolve over time and are increasingly systematically considered in the
future, the definition framework will have to be highly adaptable. The form of these definitions
(metamodel, ontologies, ...) is not yet determined, but it must support versioning, relationship
definitions, and query capabilities.

Most of the properties can be interpreted in var-
ious ways, so none can be evaluated with a single

and absolute metric. Each FATES property will )
be characterized by more precise concepts (such Suna[Qube-lihe evaluatiun[ 8-
as bias for Fairness, for example), and each con- ,

cept can be associated with several metrics. Fairness +4455
Behind a metric, there is always a goal that can Accuuntability 4444

be translated into a concept. Knowledge of the Transparenc

many concepts covered by one of the FATES EthiESp Y 100084
properties is essential to offer a set of metrics , 00 0 a's
and corrections that are not redundant. Security Lttt

We will have to establish links between these
high-level requirements defined for FATES prop-
erties, the algorithmic components, and the met-
rics or artifacts. These links will sometimes require the development of dedicated components re-
sponsible for verifying or even implementing certain properties’ characteristics (e.g., anonymization).

FATES properties are impacted by the entire MLOps pipeline. By defining the right part of the
pipeline in which a process should be considered (a metric, an algorithm, a test, ...), we make it
easier to produce ready-to-use tools, but also to inspect whether one of the FATES properties was
taken into account, measured, in a given project.

Future work

In critical contexts, documentation plays an es-
sential role in product accreditation, establish-
ing confidence in the development and design Tl e ) e Gt
process. The aim is to provide evidence that 1

the development process has been properly man-

aged and that standards have been respected. / Verifying aceuracy Is accen@ble /

Justifying that a software system complies with
FATES properties is a good way to achieve the / \

same objective.

Trained model is available Test dataset is available

In |[Polacsek2018|, Polacsek et al. introduced release_model

justification diagrams (JD) to organize the el-

ements that contribute to the justification of a

result following IEC 62304.

We propose using justification diagrams to formally describe the reasoning behind a property’s
assessment.
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